Sargent & Greenleaf

DP AUDIT TRAIL SOFTWARE

®

SARGENTAND GREENLEAF®

Operation & Installation

Instructions

The Sargent & Greenleaf DP Audit Trail Software is designed to be used in conjunction with the DP Audit Lock. This
software provides a means to view the audit trail data from each audit lock. Follow these instructions for information on
the installation and operation of the DP Audit Trail Software.
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1. SYSTEM REQUIREMENTS

1.1 - Hardware requirements

- Processor speed of 700 MHz or higher

- 512 MB of memory

- 500 MB of free disk space

- Available USB 2.0 (or higher) communication port

1.2 - Software requirements

- Microsoft® Windows® 7 operating system or Microsoft® Windows® 8 operating system
- Crystal Reports® drivers (included with installation)

1.3 - USB flash drive

A USB flash drive is required to transfer the audit trail information from the locks to the computer. Due to the
variations in flash drives, we cannot guarantee that every flash drive will work with the system. A flash drive has
been included with the software kit that can be used for downloading the audit trail and S&G recommends that this
is the flash drive that is used with this product. Please contact S&G if you have questions about other flash drives
that can be used.
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2. INSTALLING THE SOFTWARE

1. Place the flash drive (or CD) that contains the DP Audit Trail software into the desired computer.

2. Navigate to the root drive of the flash drive (or CD) and run the “Autorun.exe” program. This will display the
main installation routine.

[ = - E
Program Installation |

@ DP Audit Trail Software

SARGENTAND GREENLEAF”®

SARGENT AND GREENLEAF, Sargent and Greenleaf, and S&G are trademarks of Stanley Black and Decker or its affiliates.

INSTALLATION ROUTINE

= 2011-2015 Sargent and Greenleaf

[ Install Crystal Reports 13.0 ]

3. Select the “Install Crystal Reports 13.0” option to install the drivers required for the Crystal Reports software.

&) Program Installation . =2

115

R

DP Audit Trail Software

. INSTALLATION ROUTINE
SARCENT AND GREENLEAF*
SARGENT AND GREENLEAF. Sament and Graerionl. and 555 s tracdemarion of Stardey Black i Dockier or gy faton

8 2012015 Sarpenit snd Gresnbasl

| tall OF Akt Soltware |

Esit
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a. The welcome installation screen for the Crystal Reports software will be displayed first. Click the “Next”
button to continue.

Welcome to the SAP Crystal Reports runtime engine
for .NET F rk 4 (32-bit) Hation 1

It is strongly recommended that you exit all Windows
programs before running this Setup Program.

Click Cancel to quit Setup and dose any programs you have
running. Click Next to continue with the Setup program .

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
any portion of it, may resultin severe dvil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

< Back [ MNext> | | cancel

b. The license agreement will be displayed next. You must accept the license agreement in order to
continue with the software installation. If you agree with the license agreement, select the “I accept”
option and click the “Next” button to continue

[ 2 sap Crystal Rey rE s

License Agreement
‘fou must agree with the license to proceed,

SAPE BUSINESS0BJECTS™ LICENSE AGREEMENT -

IMPORTANT-READ CAREFULLY: THIS IS A LEGAL AGREEMENT BETWEEN YOU AND |_|
SAP BUSINESSOBJECTS FOR THE SAP BUSINESSOBJECTS SOFTWARE ACCOMPANYING
THIS AGREEMENT, WHICH MAY INCLUDE COMPUTER SOFTWARE, ASSOCIATED MEDLA,
PRINTED MATERIALS AND ONLINE OR ELECTRONIC DOCUMENTATION (*SOFTWARE®)
BEFORE CONTINUING WITH THE INSTALLATION OF THE SOFTWARE, Y'OU MUST READ,
ACKNOWLEDGE AND ACCEPT THE TERMS AND CONDMONS OF THE SOFTWARE
LICENSE AGREEMENT THAT FOLLOWS (*AGREEMENT™). IF YOU DO NOT ACCEPT THE
TERKMS AND CONDITIONS OF THE AGREEMENT, YOU MAY RETURN, WITHIN THIRTY (30}
DAYS OF PURCHASE, THE SOFTWARE TO THE PLACE YOU OBTAINED IT FOR A FULL
REFUND:

1. GRANT OF LICENSE. SAP BusinessObjects grants you a nonexclusive and fimited
license to use the Software products and functionalities for which you have paid the
applicable fees solely for your internal business purposes and in accordance with
the terms and conditions of thiz Agreement. The Software is licensed, not sold, to
you, If vou acquired this product as a special offer or as a promotional license
included with another SAP BusinessObjects product, additional restrictions apply as ™

I do not accept the License Agreement

< Back ][ Mext = ][ Cancel
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c. The Crystal Reports driver software is now ready to be installed. Click the “Next” button to begin the

installation process.

| 1) 58P Crystal Reports rnti

Start Installation

Are you ready to have the SAP Crystal Reports runtime engine for .MET
Framework 4 {32-bit) Installation Wizard begin the install?

Press the Mext button to begin the installation or the Back button to review the
license agreement.

d. The installation progress will be displayed.

| 1) 5AP Crystal Reports runtime <

= |

SAP CRYSTAL REPORTS
VERSION FOR VISUAL STUDIO 2010

wanw, sap.comisaphusinessobjects W

Copying new files

Time remaining: 10 seconds

DP Audit Trail Software Manual Page 6



e. When the software installation has been completed, a window should appear showing that the install
was successful. Click the “Finish” button to complete the installation

e for INET Framework 4 (32:bit) 5. b= |

SAP Crystal Reports runtime engine for NET
Framework 4 (32-bit) has been successfully
installed.

Cancel

4, The main installation screen should now be displayed again.

5. Select the “Install DP Audit Software” option to install the DP Audit Trail software.
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a. The welcome installation screen for the DP Audit Trail Software will be displayed first. Click the “Next”

button to continue.

b. The license agreement will be displayed next. You must accept the license agreement in order to

[ Ty
18] USB Audit Trail Software - InstallShield Wizard =

Welcome to the InstallShield Wizard for USB
Audit Trail Software

The InstaliShield(R) Wizard will install USE Audit Trail Software
on your computer. To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

=

continue with the software installation. If you agree with the license agreement, select the “l accept”
option and click the “Next” button to continue.

DP Audit Trail Software Manual

License Agreement

Please read the following license agreement carefully.

. a_—
1] USB Audit Trail Software - InstallShield Wizard =5

SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS DOCUMENT CAREFULLY

|'»

This Software License Agreement (“Agreement”) is effective as of the earlier of
the date on which the Software is installed or the date of the Purchase Order
(the "Effective Date”) between Sargent & Greenleaf, Inc ((S&G) and the party
identified on the Purchase Order ("Licenses’).

BACKGROUND -

@ 1 accept the terms in the license agreement! Print

11 do not accept the terms in the license agreement

Installshield

<Back || mext> |[ cancel
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c. The customer information window will be displayed next. Make any necessary changes to this
information and click the “Next” button to continue.

.
14 USB Audit Trail Software - InstallShield Wizard

Customer Information

Please enter your information.

User Name:

lSargent & Greenleaf

Organization:
lStanIey Black & Decker

Installshield

<Back | Next= | [ cancel

d. The software is now ready to be installed. Click the “Install” button to begin the installation process.

.
4! USB Audit Trail Software - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Instslishield

<Back [ sl | [ cancel
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e. The installation progress will be displayed.

- T S
1 USB Audit Trail Software - InstallShield Wizard =

Installing USB Audit Trail Software
The program features you selected are being installed.

Instalishicld

Please wait while the Installshield Wizard installs USE Audit Trail Software,
This may take several minutes.

Status:

Copying new files |
T ————— |

< Back | Hext = E Cancel j

f. Please note that the installation routine might display a warning message during the installation process.

Simply click the “Ignore” button to continue.

[ USe Audit Trail Scftware InstaliShicld Wizard [l |

-

A Error 1504. Modute C:\Program Files\Business
I, Objects\BusinessObects Enterprise

— 11win32_x386\plugins\auth\secL DAP \seddap.dil falled
to register. HRESULT -2147024770. Contact your
support personnel,

ot | [ Rety | [ goee |

g. When the software installation has been completed, a window should appear showing that the install
was successful. Click the “Finish” button to complete the installation.

i __
11 USB Audit Trail Software - InstallShield Wizard =5

InstaliShield Wizard Completed

The InstalShield Wizard has successfully installed USE Audit
Trail Software, Click Finish to exit the wizard.

] Launch USB Audit Trail Software

6. The software should now be installed and ready to use.

DP Audit Trail Software Manual

Page 10



3. SOFTWARE OPERATION

3.1 — Starting the software

The DP Audit Trail software can be started by selecting the START menu shortcut (START = Programs - Sargent &
Greenleaf, Inc - DP Audit Trail - DP Audit Software) or double-clicking the desktop icon labeled “DP Audit Software”.
The software should automatically begin and there are no login requirements for this software.

Sargent and Greenleaf

s USB Audit Trail Software
SARGENTAND GREENLEAF® e

SARGENT AND GREENLEAF, Sargent and Greenleaf, and S&G are trademarks of Stanley Black and Decker or its affiliates.

2 2011-2015 Sargent and Greenleaf
Caontinue | Exit |

Simply click the “Continue” button to open the main software window (see below). Click the “Exit” button to close the
software.

. = T = = z
{5 USB Audit Software (NG_— =

WELCOME! To the Sargentand Greenleaf Audit Software where vou can quickly and easily upload, printand
export up to 1000 Audit events with a time and date stamp.

Step 1) Insert your USE memory device into the USB port an the front of the S&G Audit Lock.

Step 2) Enter 28% Programmer Codeff 68 68 to download the complete audit trail in the lock.
(Example: 28* 0012345648 6& 6&)

Step 3) The amber LED to turn on to signal the start of the audit download process. You will need to wait
up to 45 seconds far the download to complete. At the end of the process, the green LED will flash
and the lock will emit 3 confirmation beeps.

Step 4) Remove the USE Drive from the lock and plug it into the I!SBE Drive on your PC.

Step 5) Open the 3&G Audit Trail File from the Removable Disk Drive location on your PC.

Far more information, click the box INSTRUCTIONS box below to display the manual.

Open Audit Trail File |

Instructions | Exit

b = ———— —
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3.2 — Viewing an audit trail

Once the main window has been displayed, you can view an audit trail that has been downloaded from a DP Audit Lock.

NOTE: The audit trail must be downloaded from the lock onto the flash drive in order to

view the data with the DP Audit Trail software.

Open Audit Trail File |

Instructions |

L= =

[y use audit Software —

- i

WELCOME! To the Sargent and Greenleaf Audit Software where you can quickly and easily upload, printand
export up to 1000 Auditevents with a ime and date stamp.
Step 1) Insert your USE memory device into the USE port on the front of the S&G Audit Lock.

Step 2) Enter 28* Programmer Code# 68 68 to download the complete audit trail in the lock.
(Example: 28* D01234568 68 6#)

Step 3) The amber LED to turn on to signal the start of the audit download process. You will need to wait
up to 45 seconds for the download to complete. At the end of the process, the green LED will flash
and the lock will emit 3 confirmation beeps.

Step 4) Remove the USE Drive from the lock and plug it into the USE Drive on vour PC.

Step 5) Open the S&G Audit Trail File from the Removable Disk Drive location on your PC.

Far mare information, click the box INSTRUCTIONS box below to display the manual.

Exit

To start this process, simply click the “Open Audit Trail File” option from the main window. This will display a window
that will allow you to open any previously save audit trail file.

© 3T Favorites
b [ Libraries

M Computer
vl Local Disk (C:}

€ Network

47 items

Name

|| SGDP_150527_1544.5ga
|| SGDP_150527_1552.5ga
_| SGDP_150527_1555.59a
_| SGDP_150527_1556.59a
_| 5GDP_150527_1557.50a
_| 5GDP_150527_1608.5ga
| SGDP_150528_1523.5ga
|| SGDP_150529.1529.5ga
|| 5GDP_150529_1531.5ga
|| SGDP_150529_1532.5ga
| 5GDP_150618_0952.5ga
|| SGDP_150618_0959.5ga
|| SGDP_150625_1102.5ga
__| SGDP_150625_1320.5ga

File name:

Date medified

SGA File

SGA File

¢ Cpen File - — - - — — —— l - ﬂ

e — - - .

&S [ 1) » Computer » Local Disk(C) » Digital Platform ¥ Audit Trail [ #2 ||| Seaich Avdit Tra D]
Organize ~ MNew falder =~ [ @

1KB
1KB
1kB
1B
1KB
4B
6B
7KB
TKB
7B
KB
TKB
LKB
7B

I

+ | Audit Trail Files (~:sga) -

o |

Select the appropriate file that contains the audit trail that you would like to view. Please note that all audit trail files for

the DP Audit Lock will have an extension of *.sga.
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When the file has been selected, the software will begin the process of reading the audit trail data and converting it into
a report. The report will be displayed on the screen.

s Report Viewer T
BEEE

Main Report: |

PoM |1 i+ & - | SAP CRYSTAL REPORTS® [©

Date : 7/29/2015

@ Sargent and Greenleaf

SARGENT AND GREENLEAF® Audit Trail Report

Eeportanametes Lock Serial Number = 12345678 Lock Part Number = 3007-100-000
Lock Firmware Version = 1.16
Total Audit Count =90 Number of Openings = 24

Audit Trail Uploaded on 7/27/2015 11:24:00 AM bvuser 00

Operation. Description Operation Date / Time

90  Audit Trail Download 7/27/15 11:24 am 0o
80 Lock Secured 72715 11:23 am =
88  LockOpened 727/15 11:22 am 05
87  Code Addition (added code 03) 7/TT/15 11:22 am 0z
86  Lock Secursd 7/27/15 11:22 am -
85 LockOpened 72715 11:22 am 03
84  Code Addition (added code 03) 7727715 1122 am 0z
83  Duress Mode Change (enabled) 7/27/15 11-19 am 0o
82 MRC Code Added/ Changed 7727715 11:14 am oo
81  Audit Trail Download 7/27/15 10:41 am 0o
80 Lock Secured 7/24/15 4:54 pm =
79 Lock Opened T/24/15 4:54 pm 0
78  LockSecured 7/24/15 10:28 am =
77 Lock Opened 7/24/15 10:28 am .
76  Duress Mode Change (disabled) 7/24/15 10:28 am oo
75 Lock Secured 7/24/15 10:28 am -
74 Lock Onenead At s 1.y 10

Current Page Nos 1 [Total Page Mo 1+ |Zoom Factor: 100%

As you can see, the report shows all of the information from the audit trail. All of the audit trail events are listed in
chronological order, where the newest event is displayed at the top of the list.

In addition, the report also shows the lock serial number, lock part number, lock firmware version, total audit trail
events, total number of opening and the time/date when the audit trail was downloaded.
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3.3 — Exporting the report data

When an audit trail report is generated, the report can be exported into various formats. The available formats for
exporting the report data include Microsoft® Word, Microsoft® Excel, PDF, Comma-separated variable and text file.

Once the report has been generated, the export option will be available in the top left-hand corner of the report.

- 4

ol Report Viewer

Main Report |

SARGENTAND GREENLEA

Eeport Parameters - Loc
Loc

s

When you select the export option, a window will appear requesting the format for exporting the data. Simply select
the desired format and file name to save the file. A confirmation window will be displayed when the process has been

completed.
i B
Export Report @

lfﬁl Export completed.
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3.4 — Viewing the instructions

Once the main window has been displayed, you can view the operating instructions for the lock.

[ Use audit Sﬁm ':: — i

WELCOME! To the Sargentand Greenleaf Audit Software where you can quickly and easily upload, printand
export up to 1000 Audit events with a ime and date stamp.

Step 1) Ingert your USE memaory device into the USE port on the front of the S&G Audit Lock

Step 2) Enter 28* Programmer Codell 6% 68 to download the complete audit trail in the lock.
(Example: 28* 001234568 64 64)

Step 3) The amber LED to turn on to signal the start of the audit download process. You will need to wait
up to 45 seconds for the download to complete. At the end of the process, the green LED will flash
and the lock will emit 3 confirmation beeps.

Step 4) Remove the USE Drive from the lock and plug it into the USE Drive on your PC.

Step B) Open the 3&G Audit Trail File from the Removable Disk Drive location on vour PC.

For more information, click the box INSTRUCTIOMS box below to display the manual.

Open Audit Trail File |

Instructions ] Bt

= —

Simply click the “Instructions” button and a new window will appear showing the instructions.

5. DP_Manualpdf- Adobe Reader [ ——— — —

[Eie Edit View Window Help

2B M| ®W]s| =@ EHB | 22| Sign = Comment

DP Audit Lock Reference Guide

KEY FEATURES

Three operating modes: Multiple User. Manager/Employee and Dual Control

31 codes including types Programmer. Managers. Supervisors. Users, TDO and MRC
1000 event audit trail with time & date. download to USB flash drive

Time/ date maintained more than 3 days after power loss

Time delay to 99 minutes, open window 1 to 99 minutes. and time delay override options
Duress can be set for existing module or pulse on either digital output

MRC available

YYYYYYY

PIN POSITIONS

Programmer
01003 Manager Codes
04009 Supervisor Codes
101030 User Codes

29 TDO Code (note 5)
30 MRC (note 5)
CODE DEFINITIONS

[ Manager | Supervisor Tser | =

NOTE: The instructions that are displayed with the DP Audit Trail software are the latest version of instructions at the
time that the software was shipped. You can always check our website for the latest version of instructions.
www.sargentandgreenleaf.com/global-support.php
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3.5 — Finding the version number

The version number for the DP Audit Trail software can be found on the main splash screen.

Sargent and Greenleaf

’ USB Audit Trail Software
SARGENTAND GREENLEAF® T

SARGENT AND GREENLEAF, Sargent and Greenleaf, and S&G are trademarks of Stanley Black and Decker or its affiliates.
= 2011-2015 Sargent and Greenleafl

Continue | Exit
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S&G Confidential

The information contained in this document is proprietary to Sargent & Greenleaf, Inc. Any publication or duplication of

this copyrighted document is strictly prohibited.
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S&G Audit Lock Electronic Safe Lock

Limited Warranty

Sargent & Greenleaf, Inc.

A Wholly Owned Subsidiary of Stanley Security Solutions, Inc.
PO Box 930

Nicholasville, KY 40356

Phone: (800)-826-7652 Fax: (800)-634-4843

Phone: (859)-885-9411 Fax: (859)-887-2057

Sargent & Greenleaf S.A.
9, Chemin du Croset

1024 Ecublens, Switzerland
Phone: +41-21 694 34 00
Fax: +41-21 694 34 09
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